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Introduction

With the increased malware and ransomware attacks targeted against corporations,
small businesses and government entities, Cyber insurance claims have increased 2.4%
since last year. Targeting small and mid-sized businesses with 250 employees or less, the
frequency of claims has increased 57% (Coalitioninc, 2021). Cybersecurity policy
carriers are at the forefront of an expanding net of customers being attacked, and
suffering data loss including personal identifying information.

1.1

Purpose

This paper will identify the need for a baseline compliance assessment, for which
industry(ies) the client business falls in and conducting an assessment health finding in
the client’s infrastructure, physical security, cybersecurity, and other insurance carrier’s
risk areas. Only then can the known risk be assessed, and the risk shared.
As the industry has seen in nation-state attacks and breaches in 2020-2021, the
perimeter is no longer the drawbridge into the entity being protected, but against those
endpoints within. Apart from the physical and cyber aspects of risk management, there
is the human factor that has the highest risk and threat to a business’ survival during
these attacks.
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2

Cybersecurity

2.1

Regulatory Compliancy

Many small businesses go through their days without thinking about a security breach,
physical or Cyber related. Not having an alarm system or Cybersecurity can cost a
business money, time and quite possibly, result in lost information, and even the
business’ reputation (Microsoft). Most small businesses (less than 100 employees) can’t
afford a dedicated Information Technology department, and if they have 1 or 2, that
company most likely will not be able to afford training, or equipment budgets for
keeping up with the industry standards or compliance requirements.
Every business - enterprise, large, or small, will need to be in compliance of at least one
industry regulatory rule, or more. There are at least 40 different industry-specific
regulatory compliance offerings, many have overlapping requirements, some are more
specific. There are compliance requirements spanning the globe, regional areas and
governmental regulations for each country a business operates in (Microsoft).
With that large number of areas of industry-specific requirements, it is a far-gone
conclusion that any number of businesses will be non-compliant, and at risk.
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3

Cybersecurity

3.1

What can be done for Risk Mitigation before a
claim?

A baseline risk assessment would be beneficial for all parties concerned, which includes
physical and Cyber, the plant information technology (IT) infrastructure, disaster
recovery, and storage, etc.
Prior to the issuance of a Cybersecurity policy, an auditing firm should conduct a
baseline risk assessment, their findings can be made part of the policy for reference.
The insurance carrier can then mandate to the policy holder or potential customer what
is needed in order to obtain a Cyber Insurance policy. In the case of a claim, the state of
the policy holder’s IT infrastructure would be documented; before the Cyberattack
(loss) and subsequent claim. With the knowledge that the auditing firm verified or
discovered compliance/non-compliance, the insurance carrier would be protected in
either regard, and so would the policy holder.
Training for identifying phishing, spear-phishing and other emails containing
malware/ransomware would be of great value and a high-risk mitigation, prior to a
security breach or encryption. People (employees) are the weakest link in the overall
security posture of any business, being unaware of attack methods of social engineering
and email scams (Microsoft). Having training in identifying scams, email headers to
verifying the sender, and the current social engineering methods of spammers and
hackers, would be of benefit to the policy holder and insurance carrier.
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4

Cybersecurity

4.1

Critical Controls for a Security Framework

Having a security framework for adoption by businesses, would facilitate forward
movement to compliancy, by knowing what security controls are necessary to purchase
a Cyber Insurance policy from any carrier. Once a business requests insurance, that
business could validate the framework was in place, or the business could make the
necessary changes in their own security framework and state that those critical controls
were active. This would be validated by an outside auditing firm’s assessment, and the
policy would then be placed in force. Some of these include the following:
MFA

Multi-factor Authentication (MFA) is quite simple to invoke, and many organizations
are focusing more than ever on creating a smooth user experience for their employees
(NIST, 2021). MFA is sometimes referred to two-factor authentication (2FA), it is a
security enhancement that allows you to present two pieces of evidence – your
credentials – when logging in to an account; something you know – your password; and
a generated 6-digit token that is generated by an authentication app on a smartphone
that is tied to what you are logging into – something you have. Also, this would
include biometrics like your registered fingerprint or iris scan (NIST, 2021).
VPN

Virtual Private Network (VPN) is a protected private tool for remote workers to log into
the network, from any location with public Internet service. VPNs encrypt internet
traffic and are secure for working with sensitive information; safely (Cisco, 2021).
Remote workers are a risk to corporate data, according to the Identity Management
Institute, a 2018 survey of CIOs reported they suspected their mobile workers had been
hacked or were the cause of security problems. Only 46% could be “confident” their
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remote employees used VPNs to increase security when connected to company
networks (IMI, 2021).
EMPLOYEE CYBERSECURITY T RAINING

Insulating sensitive business information goes beyond strong passwords. According to
MediaPro’s third annual State of Privacy and Security Awareness Report, financial
firms’ employees performed the worst regarding cybersecurity awareness out of the
seven industries evaluated. For the financial sector, 85% of workers lacked the
knowledge around cybersecurity and data privacy. A comprehensive security
awareness program sets clear cybersecurity expectations for all employees and educates
users about how to recognize attack vectors (Align, 2021).
CRITICAL PATCHING

In technology terms, patches are additional code to replace logic flaws existing in
current software and operating systems. Consumers have the same obligation to have
the fix applied, just as business does. When a patch is necessary to prevent
unauthorized circumvention of a security control, the scope grows from quality control
to include risk management (GIAC, 2021). Many organizations have regulatory and
legal obligations to implement security updates in a timely manner. For some of these
organizations, non-compliance with patching can have a huge impact on their ability to
conduct business (GIAC, 2021). Having a patch management policy and needed
maintenance windows to perform the installing of patches, is part of the security
framework to protect the business and its data from attack.
EMAIL (INCOMING AND OUTGOING) SCANNED FOR MALICIOUS ATTACHMENTS AND LINKS

Email scanning automatically reviews every email message for viruses, malware, and
spam. Email scanning also evaluates links and attachments for possible malicious
attacks, and looks for suspicious addresses, domains and other signs of email spoofing
often used in an impersonation attack (Mimecast, 2021). Email scanning technology is
deployed both at the email perimeter and inside it. Scanning works automatically to
look for infected attachments and URLs that seem suspicious, both for emails coming
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into the business and internally (Mimecast, 2021). The scanning will halt a spam
campaign attack, a phishing attack, and other malicious files such as ransomware, from
affecting daily operations for business, cause loss of revenue, loss of data and loss of
reputation.

Email scanning of outgoing messages is also important to validate that each outgoing
message is free from any malicious file or message from a device that has been
compromised but has not been discovered as being so. Again, this is important so to
maintain security framework within, and to protect the recipients of business messages
who may not have the same level of protection.
ALL NETWORK DEVICES PROTECTED WITH ANTI- VIRUS, ANTI- MALWARE OR ENDPOINT
PROTECTION SOFTWARE

“Viruses, worms and Trojans, each of which has some unique characteristics, are
starting to all blend together in people’s perceptions as well as the way the behave. A
virus can use worm-like logic to spread and install a Trojan horse type program. The
distinctions are also mostly lost on the IT professional trying to keep this software from
impacting their network and end nodes. Malware has been getting much more
prevalent and virulent, even though programs that counteract these undesirable
applications have been getting better and better (SANs, 2021)”. Malware was once on a
primary threat vector of diskettes, and the protection was a one-time issue, now the
protection must be installed and continually running in the background, scanning of
static files also need to be scanned for infections, and must be in real-time. Up-to-date
virus signatures need to stay updated, most of the malware one will see in an inbox will
have been released in the last 12 months (SANs, 2021). Compliance is spotty at best.
One cannot keep up-to-date manually, all major anti-virus (AV) vendors have options
that allow their applications to periodically check for new AV strings and automatically
install them on the desktop or server. File server AV applications also perform the
same AV activities as desktop; however, the file server apps also monitor Resource
Utilization, heavy processor usage, having enough free RAM on the server is key to
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keeping false positives from triggering a quarantine of a file, that may not be infected.
Viruses, worms, Trojans and Malware are here to stay, while malware keeps on getting
more sophisticated and more prevalent, the tools and methods to deal with it keep on
advancing. It is incumbent on the security administrator to keep on getting the
education that they need to stay abreast of the current technologies at their disposal.
While we know from experience that the next big outbreak of malware might use a
method and vector that hasn’t even been realized as yet, that are many actions that can
be taken that can lessen the on-going background noise of unknown viruses and vectors
(SANs, 2021).
CRITICAL DATA IS BACKED UP

All computer data needs to be backed up, from consumers to professional information
technology of corporate, and small businesses operations. From desktops and laptops
to servers and even mobile devices, all must be protected from loss or corruption.
Recovery of lost or ransomware encrypted data, backups are the most valuable
consideration for business continuity. The 3 – 2 – 1 – 1 – 0 is the newest rule in
following the need for different stored recovery sources.
•

3 – 1 backup to the cloud, 2 off-site backups

•

2 – Storage on 2 different media

•

1 - Cloud Backup (Immutable)

•

1 – 1 Copy off-line

•

0 – Verified backup without errors (tested)

Recent expansion in high-speed internet access and cloud storage has changed data
backups as a better guard against any worst-case scenario. Having these backups in the
cloud, and in Write Once – Read Many (WORM) (Immutable) configurations and
secured with the business’s administrative password with MFA, is a safeguard against
malware and ransomware infections. Having spinning hard drives that are
approaching the mean-time-to-failure of operation (5 years) will test the worst-case
scenarios, outside of a malware attack or a hard drive failure. Removing this scenario is
to replace spinning hard drives with solid-state device hard drives (SSD), no moving
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parts, no read/write arms or the need for a spinning platter. Read/writing to/from these
devices also increases the seek and writing times which increases throughput of the
node.
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5.1

Closing
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Having a 3rd party auditing firm assessing and verifying the Cybersecurity Insurance Carrier’s
requirements that are in-place for the potential policy owner’s IT infrastructure, before issuance
of a policy is key to having a policy in-place; having verified that those requirements are active
at the potential customers location, prior to the policy being purchased. Any time after a
Cybersecurity incident verifying compliance with the Cyber insurance policy is too late for both
the insurance carrier and the policy holder. Asking for a self-assessment from the customer
prior to issuance of a policy seems self-serving, and without having to have any real compliance
adherence. It is recommended, and foreseen in the near future, that insurance carriers will be at
the forefront of compliance adherence, prior to any government entity becoming involved.
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